TECHNISCHE
@ UNIVERSITAT
DRESDEN

Faculty of Computer Science, Software Technology Group

PROtEUS++: A Self-managed IoT Workflow
Engine with Dynamic Service Discovery

Demo @ ZEUS 2017

Ronny Seiger, Steffen Huber, Peter Heisig

Lugano, 14.02.2017 o4

ccccccc
aaaaaaaaaaaa



TECHNISCHE
@ UNIVERSITAT
DRESDEN

Cyber-physical Systems and Internet of Things

([ s—
EE)--
e
$(Q)- |

from https://vicci.inf.tu-dresden.de/

14.02.2017 PROtEUS++ 2/22



TECHNISCHE
UNIVERSITAT
DRESDEN

CPS/IoT and Workflows

« Automation of daily routines in Smart Home environments (AAL)

« Sensor events, dynamic services, human interactions

=l name: Process
type: HealthMonitoringProcess
resource: SmartHome

TriggeredEvent

name: HealthAlarm

type: HealthAlarmEvent

resource: FitnessTracker

EPL; select * from
PersonStatus(name="Alice').
win:time(180sec) where
avg(bp_sys)<100 AND
avg(bp_dias)<60

HumanTask

=] name: AskWellBeing
type: HumanRequest
resource; Resident

=] name: EmergencyCallPlacement
type: EmergencyCallStep
resource: EmergencyWebService
server: http://health.org/emergency
method: PUT

Process
TrueTransition
Process
name: Process
FalseTransition type: SecureOpeningProcess
RESTInvoke resource; SmartDoor

TriggeredEvent

name: PersonAuthenticated ./v
type: AuthenticationEvent
resource: SmartDoor

EPL: select * from
SuccessfulAuthentication
(door="main entrance’)

0OSGlInvoke

%] name: DoorUnlocking
type: UnlockDoorStep
resource: SmartDoor
service: DoorOpener
method: unlock
parameter: -
bundle: eu.vicci.home

where person.role="medic’
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Demo: PROtEUS++

« Basic PROtEUS process engine -> Service-based IoT workflow engine
« Semantic Access Layer (SAL) -> Dynamic service selection
« MAPE-K Feedback Service -> Cyber-physical Feedback loop

« Demo processes:
1) Emergency scenario (Ambient Assisted Living)
2) Continuous light control (Home Automation)
3) Distributed processes on service robots (Smart Home)
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PROtEUS Feedback
Service
Process Execution Engine
A A A A 4
Local Service Platform _P(raocelss_’
Distribution Process Human Task - =
Manager Manager Handler | Service | | Service CEP Engine "Executor |
——
A A A A 4 Knowledge
v v v v A Base
WebSocket Server \ \ Service Invoker % \ CEP Adapter \
A A y
v v v ¢ ¢ -
Remote Management Interactive Service Semantic Service |
Engine Client Client Client ¥ Access
Layer ' Sensor | | Sensor |

https://github.com/loTUDresden/proteus
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The Modelling Tool (sku+i3,sks 14

e Graphiti - platform:/resource/Test/src/diagrams/Scenario.diagram#/0 - Eclipse Platform

File Edit View Navigate Search Project Run Window Help

Hw NS HTRY B h=R el s R R S e s BT Brghet [RGB M| =] &jwoox v QuickAccess |1
Fpx ™ = 0O newDiagram  newDiagram2 Scenario [ Scenario 2 | Scenario Scenario = 0
B & . i
=D| : Process »¢ Palette I
“ B Test k Select
a B sre name: Process TrueTransiion ren
- type: HealthMonitoringProcess i Marquee
4 [= diagrams L+
resource: SmartHome Process =
I- CEPE. (= Connections
I= Huma name: Process =
T newD T Trigge'redEvent' /{alsel’rans'mn Bl 1 type: SecureOpeningProcess & Objects “
o resource: SmartDoor Process
Iz newD name: HealthAlarm Hom anT sk RESTImOKE 03Glinvoke
I+ Scena type: HealthAlarm Event & name: AskWellBeindH) %) name: EmergencyCallPlacement TriggeredEvent | 8 name: Doorlnlockind ProcessSlot
) 2. Ser.vic reso.un:e: FitnessTracker type: Hurnan_Requ type: EmergencyCallStep [ INNEN NN type: UnlockDoorStep HumanTask
|2 Predefine EPL: resource: Resident resource: EmergencyWebService Sl AubehtiedipnEvent resource: SmartDoor DataDuplicationStep
server: hitp://health.org/emergeng] 1 | -
method: PUT resource: SmartDoor seryice: aotOpener DataMappingStep
EPL: method: unlock
parameter: - SOAPInvoke
bundle: eu.vicci.home RESTInvoke
SeMiWalnvoke
£ >
SeMiwaRequest
= ». = Q5Gilnvoke =
=0 M ]
" (= Types
L
) = Ports
An outling is not
available. (= Stacked
(= Gestures

@] Error Log B Properties £2 Problems Console

A
Main  Server URL | http://health.org/emergency ‘ HTTPMethod: | PUT v
Type: | Emergency(CallStep Resource: EmergencyWebService ‘ Description: | |

Name: | EmergencyCallPlacement ‘ 1] | _ZoilMGpxEeSIUMzjUFuetg | v
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M sequencelnstancenctivity

7 =
Running instances: 0 2 MakeCoffee
Type:
Resource:

ID:  _EphEoJudEeQuIzhGXbEes instance

Description:  Please enter the type of
CoffeeMakerProcess coffee you want!
Ports.
MakeCoffee start.0
Type: Goffee o
" Complextypeimol) S Y Bk LR 2W = 2
Value
=] EMDemo | & EMDemo 2
start_1
e tumbaof
R ieger Typedrgly Process
[ name: EMDemo
| ] type: o T 5 e
restifShon TriggeredEvent Bnam_e:c., uansm.enam_e:showQuestiono. Tan _.swiL:hL:dBa:kligthon
type: type: type:
® name: HealthChanged
pe: base baset ot needed any. baseuri: nok needed anymore (
resource:
EPL: select * from Sensor ansiton
e L "”m:T“k ; OpenHabsemanticinvoke
S name: AskHumanifQ .
o | 18 name: AllLightson
resource: type:

_ baseuri: not needed anymore (
TS

T
M smarces R T—
Al Processes Active Processes OpenHabsemantic OpenHabSemanticinvoke
T FaEeTransmom e

5 name: ShowCallEmergency®} 3 name: ShowHelplsCalled a
type: N
ShopForFoodProcess Start CoffeeMakerProcess Start

Type Shopping Tope: FoodPrey

baseuri: not needed anymor baseuri: not needed anymore (fi

String_KodiOpen

=
CoffeeMakerProcess Stant ShopForFoodProcess Stant e
Type FoodPreparabon Type Shapping TriggeredEvent RESTInvoke
String _helpCa
name: TriggeredEvent Bt

9 name: RESTInvoke

JH ;

e Btype:
CurrentWeatherProcess Stan CoffeeMakerProcess Stan Pé‘;our:e: e rce:
Type. VirtualSensor Type. FoodPrep EPL: select * from SensorEvent where. server: http://localhost:8080/res

SwitchOnLightProcess Start

Type: HomeCensal

RobotNavigationProcess Start

Type: RobotDrive

“,  Search
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« Find services at runtime
« Knowledge base contains

— IoT devices, Capabilities, Context,
IoT Service addresses

-> DogOnt
- Send SPAQRL queries to SAL st
— Get data from sensors OpenHAB
— Find actuators/services Middleware
— Invoke services /‘ /4
. i PROtEUS /
rocess- o
T A
Model Semantic Query Lifted Respons
(SPARQL) v $
° ) SAL / Knowledge Base
Lowere::ri Invoke Reséﬁonse T b (I'r?t.erface,
& s & L Capabilities, Context)
loT-Service lof-Service o World
A A yber Wor
-y / ”””” s 2
Sensor Actuator Physical World
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A  PROtEUS Resources

Robots
iR =
Robot Controls > &  Robot Cams >
Persons
P e
Persons > Health >
Entertainment
P
Kodi >
Home Control
s P
Tinkerforge > Homematic >
P T
NFC > Fingerprint >
Weather
s P
Berlin Weather > Dresden Weather >
Dummys
B~
Hidden >
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Process
name: EMDemo
e: penHabSemanticln... OpenHabSemanticlnvoke OpenHabSemanticlnvoke
FE N R TriggeredEvent =l name: OpenHabSe TP name: ShowQuestionO 1% name: SwitchLcdBacklightsOn
| transition| type: type: type:
name: HealthChanged
type: base uri: baseuri: not needed any. baseuri: not needed anymore
resource:
EPL: select * from Sensor
HumanTask ™

OpenHabSemanticlnvoke

name: AllLightsOn
type:

=l name: AskHumanlf
type:
resource:

( transition
J

transition

baseuri: not needed anymore

OpenHabSemanticinvoke OpenHabSemanticinvoke

=l name: ShowCallEmergenc Tansmo®® name: ShowHelplsCalled

transitiol

FalseTransimon

T11F equals

baseuri: not needed anymo baseuri: not needed anymore (fi

transition
- TriggeredEvent RESTInvoke
name: TriggeredEvent .mg name: RESTInvoke
ooy type: type:
Boolean  ImOk resource: resource:
[integer _ WorkerDelay | EPL: select * from SensorEvent where server: http://localhost:8080/rest
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Process 1. Emergency

UbiComp16Demo
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end_0

Say no if you dont need any help - otherwise the ambulance is
called

Cancel No Yes

Do you need help?

+
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Automatic Emergency Call
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CPS Feedback LOOD istr+16,seits)

=| &
[
;o o & N
= g SwitchOnLight -@- assumed
8| s YN state
£
6‘- = Start A End ‘
Actuator
call Response Stf;\te
= Synchrq:nization
= v
o
S| o Activate [ 2
E g Light ﬁ actual
- Switch | 7] = state
>
=
o

Model: Goal with Subjectives

« Context Path (Sensors)

« Satisfied assertion

« Compensate assertion
Monitor: data from context path
Anaylze: check assertions
Plan: find alternative resource
Execute: execute compensation
Knowledge Base
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Sensor autonomic Manager

! Effector l—
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Analyze Plan

Change
Request

Symptom
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— L

Monitor Knowledge Execute
—l Sensor Effector
&
SwitchOnLight
Managed Element (ProcessStep)
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<<component>> El Commands <<component>> gl
Actuator : % Feedback-Service
I
O |
/) I
I
<<component>> @ Change Request I
Sensor O_E] !
| I—( ity I
Data ﬁ L[ L D
<<component>> g[ <<component>> g] <<component>> {l <<component>> gl
Monitor Analyzer Planner Executor
1 1 1 1
L I:I D L L -]
Symptom Change Plan
® @) O
4 7/ 4
<<component>> g[ .
Knowledge Provider
PROtEUS —@—EJ _____
1
Goals ! L
; <<component>>
X >7/O\ aﬁ Knowledgebase
( -—-- Knowledge Update
Instances

https://github.com/loTUDresden/feedback-service
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« Goal with Objectives MATCH ( kitchen ) —[: instanceOf]->(room)
e Context path: path to sensors » | MATCH ( light ) —[: instanceOf]->(sensor )
- Satisfied assertion: fulfillment of goal MATCH ( light ) -[: isin]->(kitchen )
- Compensate assertion: error RETURN light . value AS lightintensity

l #lightIntensity > 865

#objective . created . isBefore(#now. minusSeconds (5))

Process

name: LightControl -
type: lllumination While
resource: SmartHome

name: LightControlLoop
type:
esource:

RESTInvoke

name: DecreaseLight
type: LightControl

RESTInvoke TriggeredEvent Trdiesoyrce: LightSwitch1
e . server: http://localhost:8080/rest/items/Dimmer1
name: §W|tch0nL|ght name: LightChange [E—— method: POST
type: LightControl type:
resource: LightSwitcht resource: LightSensors HumanTask

server: http://localhost:80

EPL: select value from Si
HTTP method: POST

=] hame: LightError

type:
resource: Tablet

eTransition RESTInvoke

=] name: IncreaseLight

type: LightControl

resource: LightSwitch1

server: http://localhost:8080/rest/items/Dimmer
method: POST
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Process 3: Service

Robots

« Distributed process execution
» Deploy subprocess on service robot
 Use MAPE-K loop to monitor state of robot

- Battery levels
« Liveliness signals
* Process states

 Redeploy subprocess on other roboter

N Super Peer

% N

e - Engine
[0 < |
g = Blood Sugar Low |
I |
- g E Retrieve Insulin

_Emergency? ———» P ————————————< Successful?
$ 38 o Injaitu:m 2 S
Start \\\/" [+] ~ End
!
Fragment Result

Robot 1

O—- Q——{ Drive25helf % Retrievel njection HDriveQHumaﬂ }——O
Robat activated \ o\

End g

Peer Engine
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SIMPLY EXPLAINED
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I CAN'T FIND
MY PHONE
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WHY DON'T You
SWITCH ON THE
LIGHT?

« PROtEUS++: Workflow Engine for IoT/CPS
« Semantic Access Layer (SAL)

« Dynamic service discovery (queries to
Knowledge Base)

« MAPE-K Feedback Service

« Correlate execution to physical effects
« Find alternative resources in case of

ayod g yeab

errors
-> Self-healing / self-management for
workflows
Contact: AN FIND My
Ronny Seiger, ronny.seiger@tu-dresden.de

Steffen Huber, steffen.huber@tu-dresden.de
Peter Heisig, peter.heisig@tu-dresden.de
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